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EU Directive 2024/1385 Implementation - Critical Gaps in

Ukrainian Legislation

This document presents findings from a comprehensive comparative legal analysis of Ukrainian
legislation against EU Directive 2024/1385 on combating violence against women and domestic
violence. The research, conducted by the NGO “Centre Women's Perspectives” (Lviv, Ukraine) with
over 25 years of experience protecting women from gender-based violence, reveals significant

legislative gaps requiring urgent attention as Ukraine advances its European integration process.

The most critical finding concerns the complete absence of cyber violence regulation in Ukrainian
criminal law. While the Directive recognizes cyber violence as a distinct phenomenon requiring
specialized legal treatment, Ukrainian legislation lacks any comprehensive framework for
addressing digital forms of violence against women. This creates serious protection gaps for

survivors and leaves perpetrators of cyber violence effectively unpunished.

Beyond cyber violence, the analysis identifies fundamental terminological inconsistencies, missing
legal concepts, and inadequate sanctions that prevent Ukraine from meeting EU standards. These
gaps are not merely technical deficiencies but represent substantial barriers to protecting women's

rights and ensuring their safety in both physical and digital spaces.
1. BACKGROUND AND LEGAL CONTEXT
1.1 The EU Directive

EU Directive 2024/1385, adopted on May 14, 2024, establishes comprehensive minimum
standards for combating violence against women and domestic violence across all European Union
member states. The Directive must be implemented by June 6, 2027, and represents the EU's first

legislative act comprehensively regulating cyber violence against women.

The Directive explicitly recognizes violence against women as a persistent manifestation of
structural discrimination and a serious violation of fundamental human rights. It requires
implementation with a gender-sensitive approach, acknowledging that such violence reflects

historically unequal power relations between women and men rooted in patriarchal structures.

A distinctive feature of the Directive is its focus on digital violence, recognizing that information
and communication technologies have created new forms of violence that disproportionately affect
women. The document addresses not only traditional forms of violence but also emerging
challenges including cyber stalking, cyber harassment, non-consensual sharing of intimate

materials, and online incitement to hatred.
1.2 Ukraine's European Integration Context

Following Ukraine's attainment of EU candidate status in June 2022, legislative harmonization

with European standards became not merely aspirational but essential. The EU integration process
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requires Ukraine to align its legislation with the acquis communautaire, including standards for

protecting fundamental rights and combating discrimination.

Ukraine has demonstrated progress in establishing legal frameworks for addressing domestic
violence and gender-based discrimination. The Law on Prevention and Counteraction to Domestic
Violence, adopted in 2017, created mechanisms for protective orders and multi-agency response.
However, this legislation was developed before the current wave of digitalization and does not

address cyber violence forms that have become increasingly prevalent.

The high rate of digitalization in Ukraine and widespread adoption of internet technologies make
adaptation of national legislation to address cyber violence critically important. Women in Ukraine,
like their counterparts globally, face increasing threats in digital spaces, yet legal protections have

not kept pace with technological developments.

2. CRITICAL TERMINOLOGICAL GAPS
2.1 Absence of "Violence Against Women' Definition

Despite widespread use of the term "violence against women" in international law, including the
Istanbul Convention ratified by Ukraine, Ukrainian legislation lacks any separate legislative
definition of this concept. Instead, national law employs the term "violence based on sex”, which
appears in the Law on Equal Rights and Opportunities of Women and Men, Code of Administrative

Offences.

The term "violence against women" in international human rights law specifically recognizes the
structural and historical nature of violence as a manifestation of patriarchal power relations. It
acknowledges that women are disproportionately affected by certain forms of violence specifically
because of their gender, and that this violence serves to maintain women's subordinate position in

society.

The artificial introduction of " violence based on sex" terminology in Ukrainian law fails to capture
this structural dimension. While the legal definition provided in Ukrainian law actually describes
gender-based violence in substance, the terminology itself obscures the reality that women
constitute the overwhelming majority of survivors and that such violence is fundamentally about

male domination and control.

This terminological gap has practical consequences. The Criminal Code of Ukraine demonstrates a
complete absence of gender-oriented approach to violence. No article contains direct
criminalization of gender-based violence or special qualifying features that account for gender
motives. Even Article 126-1 on "Domestic Violence," despite women constituting the majority of

survivors, remains gender-neutral in its formulation.

Such circumstances make adequate legal assessment of crimes motivated by intentions to
subordinate, humiliate, or control women through their gender identity impossible. Law
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enforcement agencies and courts lack necessary tools for qualifying and investigating crimes
accounting for their gender-specific nature. The terminology and conceptual framework fail to
enable effective policy development for combating gender-based violence and ensuring focus on

the real scale and specificity of the problem.
2.2 Missing Concept of Intersectional Discrimination

The Directive emphasizes that violence against women and domestic violence can be exacerbated
when intersecting with discrimination based on sex and any other grounds including race, color,
ethnic or social origin, genetic features, language, religion or belief, political or other beliefs,

national minority membership, property, birth, disability, age, or sexual orientation.

Ukrainian legislation completely lacks the concept of "intersectional discrimination." This absence
creates additional barriers for protecting the most vulnerable women groups who experience
multiple discrimination based on several grounds simultaneously. Women with disabilities, ethnic
minority women, elderly women, and LGBTQ+ women require specialized approaches that cannot

be developed without appropriate legal tools.

Without recognition of intersectional discrimination, legal and social service systems cannot
adequately identify and address the compounded vulnerabilities faced by women at multiple

margins.

3. CYBER VIOLENCE: THE MOST CRITICAL GAP

The Directive is the first EU legislation comprehensively regulating cyber violence against women,
recognizing its disproportionate impact on women. It establishes clear criminalization criteria
requiring behavior capable of causing serious physical or psychological harm or creating legitimate

serious safety concerns.
Key Characteristics of Cyber Violence per Directive:

1. Digital Nature: Cyber violence is "inextricably linked" to information and communication
technologies (ICT), making technology an integral part of the crime structure, not merely a tool
2. Viral Nature of Harm: ICT enables easy, fast, and wide dissemination with clear risk of

causing or amplifying serious and lasting harm to victims

To qualify as criminally punishable, behavior must meet one of two criteria: actions must be
capable of causing serious physical or psychological harm to the victim, or behavior may be
considered criminal if capable of causing legitimate serious fear for personal safety or safety of

dependents.

Ukrainian criminal law contains no special provisions regarding cyber violence or its individual
forms. Moreover, the Criminal Code does not directly criminalize any manifestations of violence
against women. Prosecution is possible only through application of other provisions that do not

reflect the gender character of such violence.



The Criminal Code demonstrates complete unpreparedness for regulating cyber violence. Existing
provisions in Chapter XVI on "computer crimes" focus exclusively on technical information
security violations and have no relation to gender-based violence. Article 361 on unauthorized
access, Article 361-1 on malware, and Article 362 on unauthorized actions with information cover

none of the cyber violence forms defined by the Directive.

Some modern cyber violence forms are covered by norms created before mass internet
development for criminalizing traditional offense forms that can be committed regardless of
method, including using ICT. However, existing norms account for neither the peculiarities of
crimes using ICT generally nor the key characteristics of cyber violence formulated by the
Directive, nor its gender nature. The punishment system also requires revision, as sanctions for

traditional crimes often fail to correspond to the scale of potential harm from cyber crimes.

Directive Offense Criminal Code of Compliance Level
2024/1385 Article Ukraine Articles
Article 3 Female Genital = Articles 121, 122 Partial - no specific
Mutilation offense - inadequate
sanctions
Article 4 Forced Marriage Article 151-2 Partial - alternative

sanctions issue

Article 5 Non-consensual Articles 182, 163, Weak - no specific
sharing of intimate 301, 301-1, 301-2 offense
or manipulated
material

Article 6 Cyber Stalking Articles 182, 163, 361 Weak - no specific

offense

Article 7(a) Repeated Online  Article 129 Weak - limited scope
Threats

Article 7(b) Coordinated Attacks Article 296 Weak - wrong focus



Article 7(c) Cyberflashing Article 301 Very Weak - wrong

focus
Article 7(d) Doxing Articles 182, 163, 161 Weak - missing
elements
Article 8 Cyber incitement to = Articles 161, 300 Partial - missing ICT
violence or hatred specifics

Recent (2024) Administrative Code of Ukraine Provisions - Articles 173-6 "Violence based
on sex" and 173-7 "Sexual Harassment", including "using electronic communications are

inadequate to ensure effective protection for survivors because of:.

1. Wrong legal category: Directive explicitly requires criminalization ("shall be punishable as a
criminal offence") - administrative violations have fundamentally different legal assessment,

investigation procedures, and perpetrator consequences

2. Inadequate Sanctions: Administrative penalties grossly disproportionate to cyber crime harm

scale and Directive requirements

3. Procedural Barriers: administrative proceedings simplified, short timeframes; no full
investigation or special investigative actions; cyber crimes require complex technical investigation,
digital evidence collection, ISP information requests, international legal assistance; administrative
proceedings lack tools for effective investigation, especially with anonymization, foreign servers, or

complex technical schemes.

4. OTHER CRITICAL LEGISLATIVE GAPS
4.1 Female Genital Mutilation

The Directive requires criminalization of female genital mutilation.Ukrainian law theoretically
covers FGM through general provisions on intentional bodily harm in Articles 121 and 122.
However, this approach is fundamentally inadequate. These general norms do not recognize FGM
as a specific form of gender-based violence directed exclusively against women and girls. They fail
to account for the cultural and religious context that often surrounds FGM, treating it as individual
criminal acts rather than as a systematic practice rooted in gender discrimination and control of

female sexuality. The sanctions are also too lenient compared to those required by the Directive.
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4.2 Forced Marriage

Ukrainian law addresses forced marriage through Article 151-2 on "Coercion to Marriage," which
generally aligns with Directive requirements. However, a critical gap exists regarding sanctions.
The Directive requires minimum three years imprisonment, while Ukrainian law permits arrest for
six months or restriction of liberty as alternatives to imprisonment. This fundamentally fails to

meet the Directive's standard requiring actual imprisonment as the penalty.
4.3 Aggravating Circumstances

Article 11 of the Directive establishes that member states must ensure certain circumstances can be
considered aggravating factors. Ukrainian Criminal Code Article 677 on aggravating circumstances

shows both areas of compliance and critical gaps.

Areas of reasonable compliance include repeat commission of offenses, victim vulnerability due to
age, disability, or helpless state, commission in the presence of a child, commission causing death
or serious harm, previous convictions for similar crimes, and commission against spouse or former

spouse.

While Ukrainian law recognizes discriminatory motives including gender as aggravating factors, it
lacks the Directive's emphasis on intent to punish victims specifically for their sexual orientation,
social origin, or political beliefs. The framing matters because honor-based violence and violence
intended to punish women for transgressing gender norms constitute particular forms of control

that require specific legal recognition.

5. PROCEDURAL AND INSTITUTIONAL DEFICIENCIES
5.1 Online Reporting Mechanisms

The Directive requires member states to ensure victims can report violence through accessible,
secure, and easily accessible online channels with capability to submit evidence via information
and communication technologies. This particularly applies to cyber crimes defined in the

Directive's Articles 5 through 8.

Ukraine's Cyber Police maintains an electronic reporting system, and a national hotline operates at
1547. However, these mechanisms are fundamentally inadequate for addressing gender-based
violence comprehensively. The Cyber Police system is not specialized for domestic and gender-
based violence victims and lacks integration with the domestic violence prevention system. Despite
the fact that the website 1547.ukc.gov.ua has been operational for online complaints since
December 2021, it is not a specialized platform for cyber violence and does not provide the ability
to upload electronic evidence (videos, audio) in its original format, which is critical for

investigating cybercrimes.

The Law on Prevention and Counteraction to Domestic Violence contains no provisions regarding

cyber violence forms or online reporting mechanisms. This creates a fragmented response where
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cyber aspects of gender-based violence fall outside the domestic violence framework, preventing
coordinated intervention combining law enforcement, social services, psychological support, and

legal assistance.
5.2 Rapid Content Removal

Article 23 of the Directive establishes procedures for rapid removal or blocking of online content in
cyber violence cases. It requires member states to ensure competent authorities can issue
mandatory orders to hosting service providers, with procedural guarantees and judicial protection
rights for all parties. The principle of evidence preservation ensures that content removal does not

impede criminal investigations.

Ukrainian law completely lacks procedures for immediate online content removal in gender-based
violence cases. Criminal Procedure Code provisions on temporary access to items and documents
are not adapted for digital materials and do not provide mechanisms for simultaneously preserving
evidence while removing content from public access. Articles 36 and 36-1 on investigator and

detective powers do not include authority to issue content removal orders.

The 24 to 48-hour removal timeframe required by the Directive necessitates streamlined
procedures balancing victim protection with due process and freedom of expression principles.
Creating such mechanisms requires fundamental amendments to criminal procedure law,
telecommunications regulation, and development of protocols for international cooperation with

technology companies.
5.3 IT Sector Coordination

The Directive encourages self-regulatory cooperation between relevant intermediary service
providers including development of codes of conduct, and promotes interdisciplinary cooperation
between stakeholders including technology companies and competent authorities for developing

and implementing measures to combat cyber crimes.

Ukraine has practically no formalized cooperation procedures with social networks, messengers,
and online platforms for addressing cyber violence. No special agreements exist between state
agencies and private IT companies establishing protocols for rapid response, information sharing

within legal boundaries, or coordinated action when cyber violence is reported.

This absence of public-private partnership mechanisms severely hampers effective response.
Technology companies possess the technical capabilities for content removal, account suspension,
and evidence preservation, but without legal frameworks and operational protocols, coordination
remains ad hoc and ineffective. Building such partnerships requires legal clarity on data protection,
clear procedures for legitimate requests, and mutual understanding of both victims' rights and due

process requirements.



6. IMPLEMENTATION CHALLENGES
6.1 Legal Reform Requirements

The most critical legal challenge involves adding new articles to the Criminal Code
comprehensively addressing cyber violence forms. This requires not merely translating Directive
language but carefully crafting provisions that account for Ukrainian legal traditions while meeting
international standards. Each cyber violence form needs clear definition of constituent elements,
appropriate sanctions meeting Directive minimums while maintaining proportionality with other

crimes, and careful delineation from related offenses to avoid legal uncertainty.

Parallel amendments to the Criminal Procedure Code are essential for creating special investigative
procedures adapted to digital evidence characteristics. Digital evidence is inherently fragile, easily
altered, and often located across multiple jurisdictions. Procedures must enable rapid evidence
preservation, provide for obtaining data from service providers including those outside Ukraine,
establish clear chain of custody requirements for digital materials, and create mechanisms for

victim protection including anonymity where appropriate.

Subordinate legislation must operationalize rapid content removal requirements while balancing
multiple interests. Detailed regulations must specify exact procedures for competent authorities to
issue removal orders, establish timeframes for provider compliance, create appeal mechanisms
protecting freedom of expression, ensure evidence preservation for criminal proceedings, and

establish international cooperation protocols for content hosted outside Ukraine.
6.2 Technological Infrastructure

Creating effective systems for addressing cyber violence requires significant technological
investment. Automated harmful content detection systems must use advanced artificial intelligence
and machine learning technologies while minimizing false positives that could infringe freedom of
expression. These systems must be regularly updated to address evolving tactics and remain

effective across multiple platforms and content types.

Secure communication channels for violence survivors require sophisticated encryption and
security measures ensuring complete confidentiality and anonymity. These platforms must be
accessible across multiple devices, support multiple languages including minority languages, allow
secure evidence upload in original formats, integrate with law enforcement and support services,

and maintain user-friendly interfaces for persons under stress.

Technical capacity for rapid content removal demands automated systems for coordinating
between platforms and authorities, unified protocols and application programming interfaces for
platform integration, monitoring systems tracking removal effectiveness and compliance

timeframes, and backup systems ensuring reliability during high-demand periods.

6.3 Institutional Capacity and Training
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Creating specialized cyber violence investigation units within the National Police requires not only
funding and equipment but comprehensive organizational development. These units need
personnel with combined expertise in criminal investigation and information technology, access to
advanced forensic tools for digital evidence analysis, training in gender-sensitive victim
interviewing techniques, understanding of international cooperation mechanisms for cross-border

investigations, and regular professional development tracking technological evolution.

Judicial training presents equally significant challenges. Judges must understand both technical
aspects of cyber crimes and their gender dimensions. Training programs must cover digital
evidence evaluation including authentication and reliability assessment, gender-based violence
dynamics and trauma-informed approaches, international legal standards and comparative
jurisprudence, balancing freedom of expression with victim protection, and addressing implicit

biases that may lead to minimizing online violence severity.

Prosecutors require similar training to effectively present cyber violence cases, including technical
evidence explanation for courts, victim support throughout proceedings, international evidence

gathering, and addressing defense arguments that minimize cyber violence seriousness.
6.4 Sociocultural Barriers

Low public awareness of cyber violence severity remains a fundamental obstacle. Many citizens do
not recognize online violence as genuinely harmful or understand their rights and available
protections. Comprehensive public education campaigns must target different age groups and
demographics, use multiple media channels including social media and traditional media, address
specific cyber violence forms with concrete examples, provide clear information on reporting
mechanisms and victim support, and challenge stereotypes about online violence being less serious

than physical violence.

Stereotypes dismissing online violence as "not real" or "not serious" pervade not only general public
but often law enforcement, judiciary, and even victim support services. Overcoming these attitudes
requires sustained cultural change efforts including professional education emphasizing
psychological research on cyber violence impacts, victim testimony highlighting real harms
experienced, media campaigns challenging trivialization, and visible enforcement demonstrating

consequences for perpetrators.

Digital literacy gaps among potential victims create additional vulnerabilities. Elderly women,
women with disabilities, and other marginalized groups often lack knowledge about online safety,
privacy settings, recognizing warning signs of cyber violence, evidence collection and preservation,
and available support resources. Targeted outreach and education for vulnerable populations is

essential for prevention and ensuring equitable access to protections.
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7. CONCLUSIONS

Ukrainian legislation on combating violence against women and domestic violence contains
provisions that generally align with European standards regarding traditional violence forms, but

demonstrates critical gaps in addressing modern challenges, particularly cyber violence.

The most serious deficiency is complete absence of cyber violence legal regulation. The Criminal
Code does not criminalize any of the four main cyber violence forms specified in the Directive: non-
consensual sharing of intimate or manipulated materials, cyber stalking, cyber harassment, or
cyber incitement to violence or hatred. This creates dangerous protection gaps leaving women

victims of digital violence without legal recourse.

Beyond cyber violence, fundamental terminological and conceptual gaps undermine effective legal
response. The absence of "violence against women" as a distinct legal concept obscures the
structural and gender-based nature of such violence. Lack of "intersectional discrimination"
recognition prevents adequate protection for women facing multiple, compounded forms of
discrimination. Missing or inadequate provisions on female genital mutilation and forced marriage,
along with incomplete aggravating circumstances frameworks, further limit Ukraine's capacity to

meet international standards.

Procedural and institutional gaps compound substantive legal deficiencies. Absence of online
reporting mechanisms specifically designed for gender-based violence victims, lack of rapid
content removal procedures, and missing coordination frameworks with technology companies all

impede effective response even where substantive criminal prohibitions might theoretically apply.

These gaps are not merely technical legal deficiencies but represent serious barriers to women's
rights protection and safety. The increasing prevalence of digital violence, particularly against
women in public roles including journalists, politicians, and activists, makes these gaps
increasingly consequential. Failure to address cyber violence enables perpetrators to silence
women's voices, restrict their public participation, and create hostile online environments that

mirror and reinforce offline gender inequality.

Ukraine's European integration process provides both motivation and framework for addressing
these deficiencies. The Directive establishes clear standards that Ukraine must meet as an EU
candidate country. However, beyond formal compliance requirements, effective implementation
would significantly enhance protection for women and girls across Ukraine, particularly given the

country's high digitalization rate and internet penetration.

12



The Ukrainian National Platform of the Eastern Partnership Civil Society Forum (UNP) is a
network of more than 150 non-governmental organizations in Ukraine that advocates Ukrainian
interests within the framework of the Eastern Partnership. The platform is part of the Eastern
Partnership Civil Society Forum (EaP CSF).

The Eastern Partnership Civil Society Forum (EaP CSF) is a unique multi-layered regional civil
society platform aimed at promoting European integration, facilitating reforms and democratic
transformations in the six Eastern Partnership countries - Armenia, Azerbaijan, Belarus, Georgia,
Moldova and Ukraine. Serving as the civil society and people-to-people dimension of the Eastern
Partnership, the EaP CSF strives to strengthen civil society in the region and boost pluralism in
public discourse and policy-making by promoting participatory democracy and fundamental

freedoms. The EaP CSF is a non-partisan bona fide non-governmental organisation”.

The Eastern Partnership Civil Society Forum Ukrainian National Platform
eap-csf.org.ua
unp.eap@gmail.com

www.facebook.com/unp.eap.csf

NGO “Centre Women's Perspectives” (Lviv, Ukraine)
women.lviv.ua
women@women.lviv.ua

www.facebook.com/ZahidnoukrainskijCentrZinociPerspektivi




